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^ SYSTEM AND METHOD FOR RETAIL OVER A NETWORK — - ^ - v .a,::,:...^,^ ,o . 



FIELD OF THE INVENTION 

5 

The present invention relates to a system and method for retail over an 
integrated computer and telephony network generally and more particularly to a 
system and method for purchasing goods via a computer network, such as the 
10 INTERNET and for paying for that purchase via a telephony network, such as 
over the conventional PSTN telephony network. 

BACKGROUND OF THE INVENTION 

15 

Retail over computer networks, in particular over the INTERNET, is well 
known and widely used. In one known method both purchase and payment are 
done over the INTERNET, wherein the purchaser provides is debit or credit card 
number to the vendor who charges him accordingly. However, large number of 
20 people are hesitant to use this retail method since they are exposed to a third 
party capturing their credit or debit card number and making improper use 
thereof causing them and the debit/credit company significant monetary 
damage. 

State of the art solution for solving this problem of lack of security in 
25 INTERNET based transaction are based on encryption technology. In one 
typical solution, both the vendor and the purchaser are using encrypted 
messages so as to minimize somewhat the exposure of the purchaser 
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' ' *'' ''%re&it/debrt ra^^ numBdr lieTri^ captured by a third pa^^^^ 

encryption in this environment is that financial transaction are typically short with 
some of the numbers fixed (e.g. four digits of the credit/debit card characterize 
the credit/debit card company) making it rather easy to brake the encryption. 
5 In another solution, the vendor and purchaser enter into separate 

pre-purchase agreements with a third party, typically the credit/debit card 
company, which then debit the purchaser off line for its INTERNET purchase. 
This method is complicated because it requires pre-arrangements with this third 
party and it adds additional costs to the transaction which makes the goods 

10 purchased more expensive. 
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. . . - " SUMMARY bFTHE INVErsn-^^ " ^ " ^ " 

The present invention provides an improved retail system and 
method for purchasing over a computer networic, preferably but not necessarily 
the INTERNET. 

According to the present invention, the selection of goods is done 
over the network while- payment therefor is done via the telephony network 
without the purchaser realizing same or required to do additional steps as 
compared with purchase for which payment Is done over the network as well 

According to one aspect, the present invention provides a retail 
system for purchasing goods over a computer network which includes a point of 
sale connected to said network, a transactions computer, at least one purchaser 
network computer communicating with said point of sale for ordering good 
therefrom, said purchaser computer also connected via a PST to said 
transactions computer, and means for activating said connection between said 
computer station and said point of sale during ordering and said connection to 
said transactions computer during payment for completing said purchase. 

In one embodiment, the purchaser network station is connected to 
said network via a first telephone modem line and to said transactions computer 
with second telephone line and wherein said means for activating said first 
connection and said second connection include means to indicate said 
purchaser network station to activate the telephone line with said transaction 
computer once said order is completed. 
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' " In another embtf^^^^ 

telephone line to said point of sale and via said same telephone line to said 
transaction computer and wherein said means for activating comprising means 
for switching between said first connection and said second connection. 
5 The means for switching may be provided by the telephony central 

office in which case the central office preferably employs the waiting call 
function for the switching or by the ISP to which said purchaser computer is 
connected. In one option, the ISP connects to said transactions computer in the 
purchaser name. 

10 in accordance to yet another aspect of the present invention, the 

point of sale provides over said network a purchase serial number or a random 
serial number used by the purchaser to check whether to provide his credit/debit 
card number to said transaction computer via said telephony line during 
payment. 

15 According to another aspect of the present invention, there are 

provided methods for purchasing goods over a computer network employing the 
system of the present invention. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention will be understood and appreciated more fully 
from the following detailed description taken in conjunction with the appended 
5 drawings in which: 

Fig. 1A is a schematic block diagram of a system for retail, 
constructed and operative in accordance with one embodiment of the present 
invention; 

Fig. 1B is a schematic flow chart illustrating the method of operating 
10 the system of Fig. 1 A; 

Fig. 2A is a schematic block diagram of a system for retail, 
constructed and operative in accordance with a second embodiment of the 
present invention; 

Fig. 2B is a schematic flow chart illustrating the method of operating 
15 the system of Fig. 2A; 

Fig. 2C details the disconnection and reconnection steps of Fig. 2B; 

Fig. 3 is a schematic block diagram of a system for retail, 
constaicted and operative in accordance with a third embodiment of the present 
invention; and 

20 Fig. 4 is a schematic block diagram of a system for retail, 

constructed and operative in accordance with a fourth embodiment of the present 
invention. 
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v.>. . . .o^r. •'^ BeTAILED DESCRIPTlOrsI of the INVENTIdN " " -^ i^^^^- . . ^-^ ..... ... 

Reference is now made to Figs.lA and 1B. Fig. 1A illustrates an system 
for retail, generally referenced 10, constructed and operative in accordance with 
5 an embodiment of the present invention and Fig. 1B illustrates the operation 
thereof. 

System 10 is operative in a packet switched network which is preferably 
the INTERNET to enable purchase of goods over the INTERNET and payment 
for these purchases over a telephony network. 

10 System 10 comprising a vendor retail system 12 including a point of sale 

or a vending unit, vendor web server workstation 14 in the illustrated 
embodiment, and a payment or transaction unit which is transaction computer 
workstation 16 in the illustrated embodiment. Vending unit 14 is operative to 
offer goods for purchase over the INTERNET, therefore it is connected to the 

15 packet switched network, schematically referenced 18 and therefrom via an 
INTERNET Service Provider (ISP) system 20 to a plurality of clients 22 
connected to the INTERNET with modem 24. 

In the illustrated embodiment, client 22 has two telephone lines and two 
modems, modem 24 connecting client 22 to iSP 20 via telephone line 25 and 

20 central office 28 and modem 26 connects client 22 to payment transaction 
computer 16 via line 27, central office 28 and one of ports 30. 

The operation of system 10 is described with reference to Fig. 1 B. 
In step 52 a customer connects to the INTERNET with its client computer 22 via 
his iSP 20. In the illustrated embodiment the ISP is a relatively large ISP 

6 
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" operative tKF^^^ a'cehtral ISP web seiver 32'ah1d a 
to one of which client computer 22 is connected. 

In step 54, the customer surfs the INTERNET and connects to the 
vendor's web server 14 while surfing the INTERNET using any known surfing 
5 engine, such as the Netscape Navigator, commercially available from Netscape 
of California, USA. In step 56 the customer selects the goods he likes to 
purchase from the vendor's list displayed in his site. In step 58 the customer 
confirms that the lists of goods he wants to purchase and the sum to be paid for 
the purchase. 

10 In step 60 the payment transaction begins with the vending unit 14 

transmits to the customer computer via the INTERNET a telephone number of 
his transactions computer 16, a purchase serial number or a random number 
and the details of the purchase, i.e. the items purchased and the purchase sum. 
These details are being send to transactions computer 16 as well or originated 

15 therefrom. 

In step 62, the client computer receiving the purchase details dials 
automatically to transactions computer 16 via the conventional telephony 
networi( using its second modem 28. In step 64. transactions computer 16 
confirms that the purchase serial number and provides the customer again the 
20 purchase sum and optionally the purchase details. In this manner both the 
purchaser and the vendor are verified as to the identity of the other party and 
the customer can provide his credit/debit card number to transaction computer 
16 as indicated by step 66. The customer also provides an address for mailing 
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the goods purchased and any other details, such as ID number in any program 
providing discounts or bonus miles for such purchase. The transaction Is then 
completed by the vendor by charging the credit/debit card of the purchaser in 
the manner known in the art (step 68), 

5 It will be appreciated that the retail method of Fig. 1 B is 

advantageous both in term of transaction security and computer operation since 
it is being ddne as a background task using client 22 second modem 28 while 
the user can continue with any other task or surfing the INTERNET without the 
possible adverse effect of providing the credit/debit card number of the 

10 INTERNET. 

Figs. 2A and 2B illustrate a system and a method of operating 
same, respectively, according to a second embodiment of the present invention. 
The embodiment of Figs. 2A and 28 differs from that of Figs. 1 A and 18 in that 
the client 22 has only a single modem 24. 

15 In this embodiment, steps 52 through 60 are similar to those in the 

nr>ethod of Fig. 18, however, client 22 is then disconnected from the INTERNET 
as indicated by step 61 and only than steps 62 to 66 continue. Step 61 can be 
manual or automatic. 

In another embodiment when the vendor is also the ISP of client 

20 22i step 61 is replaced by a step of momentarily disconnect client 22 ifrom the 
INTERNET for completing steps 62 - 66. Immediately after steps 62 - 66 are 
completed clients 22 connection to the INTERNET is reestablished by his ISP 
as indicated by step 70. 



8 



wo 98/48563 PCT/IL98/00188 

" - Pig /2C illustilates the m^^ 

from his ISP in order to cx)mplete the transaction via the conventional telephone 
line with transaction computer 16 and the reestablishment of the connection in 
more details. 

5 In steps 80 and 82 illustrating an exemplary embodiment to carry 

out step 61 of Fig. 2B, computer 22 first requests temporary disconnection of 
the cunrent INTERNET session from his ISP (step 80) and receives in return a 
session code number from ISP 20 after which the connection is being 
disconnected (step 82). 

10 Steps 84 through 90 illustrates an exemplary embodiment to carry 

out step 70 of reestablishing the connection (step 70 in Fig. 2B). In step 84 
computer 22 calls again ISP 20. In step 86 a connection is established, in step 
88 computer 22 sends the session code number which is received by the ISP 20 
which in turn continues the previous INTERNET session as indicated by step 

15 90. 

Fig. 3 illustrates another embodiment of the present invention. In 
Fig. 3, the switching between the INTERNET connection and the transaction 
session is done in the central office 28 using the waiting call function 
schematically illustrated by box 38 which holds one line on hold while activating 
20 the other line. 

Accordingly, box 38 keeps the connection to the INTERNET on 
hold while activating the connection between client computer 22 and 
transactions computer 16 and then reactivates similarly to step 70 (Fig. 2B) the 
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cohnedidn to the INTERNET while dis(X)hhectiri"g^t^^^^^ to trahsactiohs 

computer 16 while all other steps are similar to that of Fig. 1 B. 

In the embodiment of Fig, 4, the telephone connection between 
client computer 22 and transactions computer 16 is initiated by the ISP. 
According to this embodiment in step 61 the user is indicating his ISP that he 
requires a telephone call and the ISP connects it to transactions computer 16 as 
indicated by line 39. 

It will be appreciated that the embodiments described above are 
set for exemplary purposes only and any other embodiment in which a 
conventional telephone connection is used for transactions purposes for 
completing a purchase over the INTERNET is intended to be covered by the 
present invention. 

It will also be appreciated that while the embodiments described 
above do not include encryption, encryption may be added as another security 
level to any of the embodiments of the present invention. 

It will further be appreciated by persons skilled in the art that the 
present invention is not limited to what has been particulariy shown and described 
hereinabove. Rather, the scope of the present invention is defined only by the 
claims that follow: 
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-CLAIMS 



1 . A retail system for purchasing goods over a computer network 

comprising: 

5 a point of sale connected to said network; 

a transactions computer; 

at least one purchaser network computer communicating with said 
point of sale for ordering goods therefrom, said purchaser computer also 
connected via a PST to said transactions computer, and 
10 means for activating said connection between said computer 

station and said point of sale during ordering and said connection to said 
transactions computer during payment for completing said purchase. 



2. A system according to claim 1 , wherein said purchaser network 
15 station is connected to said network via a first telephone modem line and to 

said transactions computer with second telephone line and wherein said 
means for activating said first connection and said second connection include 
means to indicate said purchaser networic station to activate the telephone 
line with said transaction computer once said order is completed. 

20 

3. A system according to claim 1 , wherein said network station is 
connected via a telephone line to said point of sale and via said same 
telephone line to said transaction computer and wherein said means for 
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activating comprising means for switching between said first connection and'' ' 
said second connection. 



4. A system according to claim 3 wherein said means for switching 
are provided by the telephony central office. 

5. A system according to daim 4 wherein said central office employs 
the waiting call function for said switching. 

6. A system according to any of the preceding claims wherein said 
network is the INTERNET. 

7. A system according to claim 6 wherein said means for switching 
are provided by the ISP to which said purchaser computer is connected. 

8. A system according to claim 6 wherein said ISP connects to said 
transactions computer in the purchaser name. 

9. A system according to any of the preceding claims wherein the 
point of sale provides over said network a purchase serial number used by 
said purchaser to check whether to provide his credit/debit card number to 
said transaction computer via said telephony line during payment. 
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10. 



A system according to any of the preceding claims wherein said 



transaction via telephony line is transparent to said purchaser. 



11. 



A method for purchasing goods over a computer network using a 



computer network station comprising: 



connecting to a point of sale connected to said network; 



communicating with said point of sale for ordering goods 



therefrom; 

communicating with a transactions computer via a telephony 
connection for paying for said purchased goods; and 

activating said connection with said point of sale during ordering 
and said connection to said transactions computer during payment for 
completing said purchase. 

12. A method according to claim 1 1 , wherein said purchaser network 
station is connected to said network via a first telephone modem line and to said 
transactions computer with second telephone line and wherein said step of 
activating said first connection and said second connection include the step of 
indicating said purchaser netvvork station to activate the telephone line with said 
transaction computer once said order is completed, 

13. A method according to claim 1 1, wherein said network station is 
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connected via a telephone line to said point of sale and via said same telephone 
line to said transaction computer and wherein said step of activating comprising 
the step of switching between said first connection and said second connection. 

5 14, A method according to claim 1 3 wherein said step of switching is 

provided by the telephony central office. 

15. A method according to claim 14 wherein said central office 
employs the waiting call function for said switching. 

10 

16. A method according to any of the preceding claims wherein said 
network is the INTERNET. 

17. A method according to claim 16 wherein said step of switching is 
15 provided by the ISP to which said purchaser computer is connected. 

18. A method according to claim 16 wherein said ISP connects to said 
transactions computer in the purchaser name. 

20 19. A method according to any of claims 11-18 wherein the point of 

sale provides over said network a purchase serial number or a purchase 
random number used by said purchaser to check whether to provide his 
credit/debit card number to said transaction computer via said telephony line 
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during payment. ^ 

20. A method according to any of claims 11-19 wherein said 
transaction via telephony line is transparent to said purchaser. 

5 

21. A system according to any of claims 1-10, substantially as 
described hereinabove. _ 

22. A system according to any of claims 1-10, substantially as 
10 illustrated in any one of the drawings. 

23. A method according to any of claims 11 - 20, substantially as 
described hereinabove. 

15 24. A system according to any of claims 11 - 20, substantially as 

illustrated in any one of the drawings. 



15 



wo 98/48563 



PCT/IL98/00188 




SUBSTTTUTE SHEET (RULE 26) 



PCr/IL98/00188 

2/7 



Connect to INTERNET 




f 


Connect to vendor web server 




f 


Select goods In vendor's server 




f 


Confirm 


purchase 



Provide customer with purchase details 



Connect transaction computer 



Confinn purchase number 
Provide total payment 



Provide Cedit/Debit card number 



Complete transaction and purchase 



Fig. 1B 



SUBSTITUTE SHEET (RULE 26) 



W098/485d3 



3/7 



PCT/IL98/00188 




SUBSTmiTE SHEET (RULE 26) 



PCr/IL98A)0188 



4/7 



steps 52 to 60 
Fig. 1B 



Disconnect from INTERNET OR 
ISP momentarily disconnects 



Steps 62 to 68 
Fig. 1B 



Reestablish connection 



Fig. 2B 



SUBSTITUTE SHEET (RULE 26) 



wo 98/48563 



5/7 



PCT/IL98/D0188 



/ 
61 



/ 



/ 



/. 



70 



80- 



82 



Request temporary 
disconnection from ISP 



Receive session code number 
from ISP . connection 
disconnected 



Steps 62 to 68 
Fig. 1B 









Call ISP 








r 




Connection established 










88 ^ 


Send dession code number 






r 


90- 


Continue previous session 









Fig. 2C 

SUBSTITUTE SHEET (RULE 26) 



W09S/48563 



PCT/IL98/00188 




SUBSTTTUTE SHEET (RULE 26) 



wo 98/48563 



PCT/IL98/00188 




SUBSTITUTE SHEET (RULE 26) 



INTERNATIONAL SEARCH REPORT 



International applicatipp^I^o^ ^ :» ^ i,Ji ^ 
PCT/IL98/00188 



A. CLASSIFICATION OF SUBJECT MATTER 

IPC<6) :H04M 11/00, 1/00; H04R 9/00; G06F 13/00 

US CL :379/93.12; 380/24. 25; 705/40 
According to Internationa] Patent Classification (IPC) or to both national classification and IPC 



B. FIELDS SEARCHED 



Minimum documentation searched (classification system followed by classification symbols) 
U.S. : 379/93.12; 380/24. 25; 705/40 



Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched 



Electronic data base consulted during the international search (name of data base and, where practicable, search terms used) 
APS 

search terms: computer, connected, different, network 



C. DOCUMENTS CONSIDERED TO BE RELEVANT 



Category 



Citation of document, with indication, where appropriate, of the relevant passages 



Relevant to claim No. 



Y.P 
Y,P 
A 



US 5,729,594 A (KLINGMAN) 17 March 1998, col. 8, lines 1-65 

US 5,794,221 A (EGENDORF) 11 August 1998, col. 2, lines 4-67 

US 5,757,917 A (ROSE ett al) 26 May 1998, col.6, lines 5-66 

US 5,351,296 A (SULLIVAN) 27 September 1994, col. 10, Unes 1- 
66 

US 5,315,641 A (MONTGOMERY et al) 24 May 1994, col. 4, 
lines 1-65 

US 5,357,563 A (HAMILTON et al) 18 October 1994, col. 22, Unes 
2-65 



1-24 
1-24 
1-24 
1-24 

1-24 

1-24 



I I Further documents are listed in the continuation of Box C. | | See patent bmily annex. 



•A* 

'P 
•L' 

•O- 



(l o c ii nif w ddhim ihe teottml MMe «f Ihe ut which i» pw loi uM e ro j 
lo he of poflicubr fdcwaace 

cariwr documcol puMahal OQ or aiker Ihe inicfoalioal filmi dilB 

docnment which may dmw dotibit oo priariDr MaM or which » 
cited to nnbiiih Ibe inihlinHiwi ibis of tnodier awioo or other 
^wckl retaoo (m cpecifled) 

»l<if . U i i>riH rcfcrrinf lo ta oral d iyk w ir e, iiae. r»hibilitiii or other 



ttormiyitf pihlithrt prior Id Ihe iMcniitbiiDltiliiit dole ha lilerl^ 
Ibe iMMMUy dile cleiiiiftl 



bicf docmimM puMithed >Aer the ntcnwtMxnl filng dste 
<hi6MKl Dot hi coo fl icl with Ifao «ppticat>oo bm cilBd t3 
principle or theovy nwlerlyb^ the BivcBtioa 

rtftwncot of pwticulw relevaooec Ifae ctnimwl nvcatton 
ooiMidcnd oovd or 'funiw^ be < ? u m Klercd lo nwolvD 
wbcn the docutncot !■ tiken elooc 

<l<M'JMnmt of pBftmthr relcvwiccf Ihc dB i nic d luveiitioa 
eoowdered to involwe an invciiCive tfcp whm tte 

bdnt obviom lo ft peiBoo AiUod n the ait 

docuBcnt mcnibcr of tfic moc pntfiit family 



Date of the actual completion of the international search 
14 AUGUST 1998 



Date of mailing of the international search report 



Name and mailing address of the ISAAJS 
Comnusnoner of Paienu and Trademarks 
Box PCT 

Washiagton. D.C. 20231 
FacsimDe No. (703) 305-3230 



Authorized officer 

RAQUEL ALVAREZ 
Telephone No. (703) 305-0456 



Form PCT/ISA/210 (second shcctKJuly 1992)* 



